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CVE-2009-3248

TITLE
vtiger CRM of RSS Module vulnerable to cross-site request forgery

st 08
irces: JVNDB: JVNDB-2009-006315

DESCRIPTION

Cross-site request forgery (CSRF) vulnerability in the RSS module in vtiger CRM 5.0.4 allows remote attackers to hijack the authentication of Admin users for requests that
modify the news feed system via the rssurl parameter in a Save action to index.php
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TITLE
vtiger CRM of RSS Module vulnerable to cross-site request forgery

Wrist: 0.8
sources: JVNDB: JVNDB-2009-006315

DESCRIPTION

Cross-site request forgery (CSRF) vulnerability in the RSS module in
vtiger CRM 5.0.4 allows remote attackers to hijack the authentication
of Admin users for requests that modify the news feed system via
the rssurl parameter in a Save action to index.php
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AFFECTED PRODUCTS
vendor: vtiger model: crm scope: eq version: 5.0.4 (S

4 »
sources: JVNDB: JVNDB-2009-006315 // CNNVD: CNNVD-200909-360 // NVD:
CVE-2009-3248

CVSS

SEVERITY CVSsv2

CVE-  nvd@nist.gov:
nvd@nist.gov: 2009-
3248 severity:

value: MEDIUM baseScore:
i vectorstring: AV:N/AC:M/#
CVE- accessVector:
NVD: 2009-
3248 accessComplexity:
value: MEDIUM authentication:
Trust: 0.8 confidentialityImpact:

CNNVD- integrityImpact:
CNNVD: 200909-
360 availabilityImpact:

value: MEDIUM exploitabilityScore:
Trust: 0.6 impactScore:

VHN- acInsufInfo:

VULHUB:
ULHU 40694

obtainAllPrivilege:
value: MEDIUM
obtainUserPrivilege:

Trust: 0.1
obtainOtherPrivilege:

userInteractionRequired:

version:



SEVERITY CVSsv2

VULHUB:

severity:

baseScore:

vectorString: AV:N/AC:M/#
accessVector:
accessComplexity:
authentication:
confidentialityImpact:
integrityImpact:
availabilityImpact:
exploitabilityScore:
impactScore:
acInsufInfo:
obtainAllPrivilege:
obtainUserPrivilege:
obtainOtherPrivilege:
userInteractionRequired:

version:

Trust: 0.1

sources: VULHUB: VHN-40694 // [VNDB: JVNDB-2009-006315 // CNNVD:
CNNVD-200909-360 // NVD: CVE-2009-3248

PROBLEMTYPE DATA
problemtype: CWE-352 [ Tustis ]

sources: VULHUB: VHN-40694 // VNDB: JVNDB-2009-006315 // NVD: CVE-
2009-3248

THREAT TYPE
remote

Trust: 0.6
sources: CNNVD: CNNVD-200909-360

TYPE
cross-site request forgery

Trust: 0.6
sources: CNNVD: CNNVD-200909-360

CONFIGURATIONS
[
{
"CVE_data_version": "4.0",
"nodes": [
{
"operator": "OR",
"cpe_match": [
{
"vulnerable": true,
"cpe22Uri": "cpe:/a:vtiger:vtiger_crm"
}
]
}
]
< X »

sources: JVNDB: JVNDB-2009-006315
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CRM

sources: ]VNDB: JVNDB-2009-006315

url:  https://www.vtiger.com/crm/  (llliffust: 0.8

EXTERNAL IDS
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VULNERABILITIES

db: VULHUB  id: VHN-40694 Trust: 0.1

sources: VULHUB: VHN-40694 // [VNDB: JVNDB-2009-006315 // CNNVD:
CNNVD-200909-360 // NVD: CVE-2009-3248
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