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The vulnerability allows a local unprivileged

user of a Windows guest to gain Local

and/or Domain Administrator access when

VeeamVixProxy is active, the de-facto

default in VMWare and Hyper-V

environments.

Pasquale `sid` Fiorillo, Francesco `ascii` Ongaro from ISGroup, an Italian

Security firm, and Antonio `s4tan` Parata from ush team, have just released a

critical security advisory for any version of Veeam Backup & Replication prior

to 8 Update 3 (released today, October 8th, 2015).

Veeam Software provides backup, disaster recovery and

virtualizationmanagement software for the VMware and Hyper-V

environments. The ISGroup team has discovered this 0day in the Veeam

Software while performing a Penetration Test for a customer.

“The vulnerability allows a local unprivileged user of a Windows guest to gain

Local and/or Domain Administrator access when VeeamVixProxy is active, the

de-facto default in VMWare and Hyper-V environments.” states the advisory.

The issue potentially involves 157,000 customers and 9.1 million Virtual

Machines worldwide and could lead to full Domain

Administrator compromise of the affected infrastructures.

TIME TO UPDATE YOUR VEEAM TO FIX A

VEEAMVIXPROXY VULNERABILITY



This vulnerability is caused by a component, VeeamVixProxy, that logs in an

obfuscated way the administrator username and password used by Veeam to

run.

An attacker could easily “decode” the password in cleartext. From subsequent

analysis, it turns out that Veeam’s admin user is often a Domain

Administrator user and this enables a scenario in which an unprivileged user,

or even a hacked IIS website, inside a single Virtual Machine, can escalate his

privileges to Domain Administrator.

Even if Domain escalation is not possible, the attacker will at least get the

Local Administrator’s credentials.

Users are strongly advised to update their systems to the latest version

released by the vendor.
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