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CVE-2006-0479 Detail


DEFERRED

This CVE record is not being prioritized for NVD enrichment efforts due to resource or other concerns.

Description
pmwiki.php in PmWiki 2.1 beta 20, with register_globals enabled, allows remote attackers to bypass protection mechanisms that deregister global

variables by setting both a GPC variable and a GLOBALS[] variable with the same name, which causes PmWiki to unset the GLOBALS[] variable but not

the GPC variable, which creates resultant vulnerabilities such as remote file inclusion and cross-site scripting (XSS).

Metrics   

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 2.0 Severity and Vector Strings:

CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

NIST: NVD

Base Score:  4.3 MEDIUM

Vector:  (AV:N/AC:M/Au:N/C:N/I:P/A:N)

References to Advisories, Solutions, and Tools
By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web

sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these

sites. Further, NIST does not endorse any commercial products that may be mentioned on these sites. Please address comments about this page to

nvd@nist.gov.

URL Source(s) Tag(s)

http://archives.neohapsis.com/archives/fulldisclosure/2006-01/0931.html CVE, MITRE

http://secunia.com/advisories/18634 CVE, MITRE Vendor Advisory  

http://securitytracker.com/id?1015550 CVE, MITRE

http://www.securityfocus.com/bid/16421 CVE, MITRE

http://www.ush.it/2006/01/24/pmwiki-multiple-vulnerabilities/ CVE, MITRE Vendor Advisory  

http://www.vupen.com/english/advisories/2006/0375 CVE, MITRE

https://exchange.xforce.ibmcloud.com/vulnerabilities/24366 CVE, MITRE

https://exchange.xforce.ibmcloud.com/vulnerabilities/24367 CVE, MITRE

https://exchange.xforce.ibmcloud.com/vulnerabilities/24368 CVE, MITRE

Weakness Enumeration
CWE-ID CWE Name Source

NVD-CWE-Other Other  NIST  

Known Affected Software Configurations Switch to CPE 2.2

Configuration 1 ( hide )

  cpe:2.3:a:pmwiki:pmwiki:2.1_beta_20:*:*:*:*:*:*:*

   Show Matching CPE(s)

 Denotes Vulnerable Software

Are we missing a CPE here? Please let us know.
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