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Prologue

This article describes a method of taking advantage of a .php script Local File
Inclusion vulnerability. It does not describe any vulnerability in the PHP engine
itself, nor does it describe any new vulnerability class.

LFI to code execution, common methods

One of the problems commonly encountered during security audits of PHP
applications is proving that a Local File Inclusion indeed leads to arbitrary code
execution, which may not be the case if the attacker cannot inject code to any file
on the server.

Several methods are commonly used to prove that arbitrary code execution is
possible:

« including uploaded files - straight forward method; this requires existence
of an upload functionality in the tested website (e.g. photo upload, or
document upload), access to upload functionality and storage of uploaded
files in a place accessible by the PHP script

include data:// or php://input pseudo protocols - these protocols must
be enabled and accessible via include (allow_url_include set to on); also,
‘php://ilter pseudo protocol is usable in some cases

including logs - this required PHP script to be able to access certain types
of loas._e.a. httnd server error loas or access loas: also. size of these loas
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