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PHP5 Globals Vulnerability

简介： http://securityvulns.com/Ldocument219.html PHP5 Globals Vulnerability: with ?GLOBALS[foobar] yo...
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 PHP5 Globals Vulnerability: with ?GLOBALS[foobar] you can set the value of the un-initialized $foobar variable.

PHP5 Globals Vulnerability

Name              PHP5 Globals Vulnerability

Systems Affected  PHP5 (verified on 5.1.1 and 5.1.2)

Severity          Critical

Vendor            www.php.net

Advisory          http://www.ush.it/2006/01/25/php5-globals-vulnerability/

Author            Francesco "aScii" Ongaro (ascii at katamail . com)

Date              20060125

I. BACKGROUND

PHP is the well known widely-used general-purpose scripting language

that is especially suited for Web development and can be embedded

into HTML.

II. DESCRIPTION

Everybody knows the GLOBALS vulnerability, this is a serious bug and

can leak in a lot of different bugs in applications otherwise secure.

(Text from http://www.hardened-php.net/advisory_202005.79.html)

> In PHP5 < = 5.0.5 it is possible to register f.e. the global

> variable $foobar [..] by supplying a GPC variable called

> 慓LOBALS[foobar]?

As i was saying everybody knows this, except me : ) While conducing some

VA and code review on PmWiki i rediscovered this independently. More

details on this can be found in 揚mWiki Multiple Vulnerabilities?

(http://www.ush.it/2006/01/24/pmwiki-multiple-vulnerabilities/)

Trying to replicate the PmWiki bug on various PHP versions i discovered

it was in realty also a PHP bug (in fact the PmWiki bug itself is PHP

version dependent), but while it was supposed to affect only < = 5.0.5

we reproduced the same results in theorically safe PHP versions.

!! Note: There has been some updates, read the first comment! !!

Lately we produced a (22 bytes long) POC to test the PHP vulnerability

separately and we had the confirm that this bug is still here.

Will this advisory produce a third line in the changelog after these?

5.0.4 Fixed bug #31440 (

cat > foo.php < < EOF

<?php echo

GLOBALS); ?>

IV. DETECTION

PHP 5.1.1 and 5.1.1 is vulnerable (this advisory).

PHP < = 4.3.10 should be vulnerable (bug discovered by Stefan Esser).

PHP <= 5.0.5 is vulnerable (bug discovered by Stefan Esser).

Older version not verified. PHP 5.1.0 not verified.

V. WORKAROUND

Register global off will fix. This PHP code will mitigate this bug.

// put this code before everything

if (isset( _POST['GLOBALS']) ||

   isset( _FILES['GLOBALS']) ||

   isset( _GET['GLOBALS']) ||

   isset( _COOKIE['GLOBALS'])) {

trigger_error('Is this a GLOBAL GPC hacking attemp?', E_USER_ERROR);

}

For deeper fixage wait for an official patch.

VI. VENDOR RESPONSE

This is a known bug in PHP <= 5.0.5, that seems to be still effective

in PHP 5.1.1 and 5.1.2. I'll wait for official and Stefan Esser

responses.

!! Note: There has been some updates, read the first comment! !!

Note:

VII. CVE INFORMATION

No CVE at this time.

VIII. DISCLOSURE TIMELINE

20060119 Bug discovered

20060119 Internal release

20060125 Initial release (only on ush.it)

20060127 Initial release (only on sikurezza.org)

20060128 Public release

IX. CREDIT

Francesco "aScii" Ongaro is credited with the discovery of this vulnerability.
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Ethan (testing 5.1.1)
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X. LEGAL NOTICES

Copyright (c) 2005 Francesco "aScii" Ongaro

Permission is granted for the redistribution of this alert

electronically. It may not be edited in any way without mine express

written consent. If you wish to reprint the whole or any

part of this alert in any other medium other than electronically, please

email me for permission.

Disclaimer: The information in the advisory is believed to be accurate

at the time of publishing based on currently available information. Use

of the information constitutes acceptance for use in an AS IS condition.

There are no warranties with regard to this information. Neither the

author nor the publisher accepts any liability for any direct, indirect,

or consequential loss or damage arising from use of, or reliance on,

this information.
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PHP中global与$GLOBALS['']的区别
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以上就是查看Linux、Apache、MySQL、PHP版本信息的方法。希望这些信息能帮助你更好地理解和使用你的LAMP技术栈。
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通过以上步骤，你可以成功地在一台Linux服务器上从源码编译并安装LAMP环境，并配置一个BBS论坛（Discuz!）。这些步骤涵盖了从安装依赖、下载源代码、配置编译到安装完成的所有细节。每个命令的解释确保了过程的透明度，使即使是非专业人士也能够理解整个流程。
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